COMP 320: Introduction to Computer Systems

Project 6: Web Proxy
Assigned: 11/15/0Due: 12/4/07

Important: This project may be done individually or in pairs . Be sure to carefully read the course
policies for assignments (including the honor code polamythe assignments page of the course web site.
Because this assignment is due at the end of the semestenayouse at most 2 slip days (subject to all of
the other requirements for using slip days).

Overview

A Web proxy is a program that acts as a middleman between a Yegsér and aend server. Instead of
contacting the end server directly to get a Web page, the dmoeontacts the proxy, which forwards the
request on to the end server. When the end server replies fratty, the proxy sends the reply on to the
browser.

Proxies are used for many purposes. Sometimes proxies aceimidirewalls, such that the proxy
is the only way for a browser inside the firewall to contact ad server outside. The proxy may do
translation on the page, for instance, to make it viewabla ddeb-enabled cell phone. Proxies are also
used asanonymizers. By stripping a request of all identifying information, aogy can make the browser
anonymous to the end server. Proxies can even be used to\&&athebjects, by storing a copy of, say, an
image when a request for it is first made, and then servingittigge in response to future requests rather
than going to the end server.

In this lab, you will write a concurrent Web proxy that logsjuests. In the first part of the lab, you will
write a simple sequential proxy that repeatedly waits foequest, forwards the request to the end server,
and returns the result back to the browser, keeping a logdaf sequests in a disk file. This part will help
you understand the basics about network programming andThé® protocol.

In the second part of the lab, you will upgrade your proxy s thuses threads to deal with multiple
clients concurrently. This part will give you some expedenvith concurrency and synchronization, which
are crucial computer systems concepts.

Part I: Implementing a Sequential Web Proxy

In this part you will implement a sequential logging proxyouy proxy should open a socket and listen
for a connection request. When it receives a connectionestqu should accept the connection, read the
HTTP request, and parse it to determine the name of the emersérshould then open a connection to the
end server, send it the request, receive the reply, and fdrtke reply to the browser if the request is not
blocked.

Since your proxy is a middleman between client and end seitweill have elements of both. It will
act as a server to the web browser, and as a client to the erat.s€hus you will get experience with both
client and server programming.
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Logging

Your proxy should keep track of all requests in a log file namexky.log . Each log file entry should be
a file of the form:

Date: browserlP URL size

wherebrowserlP is the IP address of the brows&hRLis the requested URIsize is the size in bytes
of the object that was returned. For instance:

Wed 24 Oct 2007 02:51:02 CDT: 128.2.111.38 http://www.rice .edu/ 34314

Note thatsize is essentially the number of bytes received from the endesefrom the time the
connection is opened to the time it is closed. Only requéstsare met by a response from an end server
should be logged. We have provided the funciormat _log _entry in proxy.c to create alog entry
in the required format. Note thébrmat _log _entry does not put a trailing newline on the returned
string.

Port Numbers

Your proxy should listen for its connection requests on the pumber passed in on the command line:
unix> ./proxy 2345

You may use any port number where2000 < p < 3000, and wherep is not currently being used by any
other system or user services (including other studentXigs). Sedetc/services for a list of the
port numbers reserved by other system services.

Note that the port number restrictions are imposed by Owllmegeneral, you would be able to run a
proxy on a wider range of ports.

Owlnet Restrictions

Not all Owlnet servers can access the Internet or be accegsether machines. For this assignment, you
will have to run your proxy on long-eared or short-eared. dfiyexperience problems with either of these
machines, you should notify the instructor and the labbseguackly as possible so we can work to resolve
the issue.

You should be able to run your browser to access your proxyngnsgstem at Rice. If you are off-
campus, you will need to use VPN in order to access your prorging on long-eared or short-eared.

Part II: Dealing with multiple requests concurrently

Real proxies do not process requests sequentially. Théyithamultiple requests concurrently. Once you
have a working sequential logging proxy, you should altéo thandle multiple requests concurrently. The
simplest approach is to create a new thread to deal with easttannection request that arrives (CSAPP
13.3.8).

With this approach, it is possible for multiple peer thretmlaccess the log file concurrently. Thus, you
will need to use a semaphore to synchronize access to thei¢ifetsat only one peer thread can modify it
at a time. If you do not synchronize the threads, the log filghtibe corrupted. For instance, one line in the
file might begin in the middle of another.
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Provided Files

The provided files are all available in
“comp320/public_html/2007/assignments/proxy/

To begin working on the project, do the following:

e Copy all of the files in this directory to the directory in whigou plan to do you work.

e Type your team member names and Owlnet IDs in the header cotranthe top ofproxy.c

Theproxy.c file contains a few support routines to help you parse UR#sde _uri ) and format
log entries format _log _entry ).

The providedMakefile is set up to compile thesapp.c file along with yourproxy.c file and to
link in all of the appropriate libraries.

The echo client and server developed in CSAPP Chapters 12ausl also available in thecho
subdirectory as an example of a client/server application.

A compiled proxy proxyref ) is provided as a reference. The provided proxy can run reghguen-
tially or concurrently, can leave or strip persistent canioe headers, and allows the log file to be named
on the command line. Ruproxyref -h for usage instructions. The ability to turn features on affid o
and to change the log file namenst part of the assignment, but are provided with the referemgrypn
case you find them useful as you develop your own proxy. Yoat firoxy should behave as the reference
proxy when it is run aproxyref -c -s -p <portnum> (remember that the required command line
syntax for your proxy igproxy <portnum> ). You are not required to match the debugging output of the
reference proxy (which is also provided to help you developryown proxy).

Hints

e A good way to get going on your proxy is to start with the basiheserver (CS:APP 12.4.9) and
then gradually add functionality that turns the server efmroxy.

¢ Initially, you should debug your proxy using telnet as thertl (CS:APP 12.5.3).

e Later, test your proxy with a real browser. Explore the bremgettings until you find “proxies”, then
enter the host and port where you're running yours. You ghonly set the HTTP proxy, as that is all
your code is going to be able to handle. Here are the instmgtior a few different browsers:

In Netscape or Mozilla, choose “Edit”, then “Preferencak&n “Advanced”, then “Proxies”. Use the
manual proxy configuration to set the HTTP proxy.

In FireFox, choose “Tools”, then “Options”, then “Advanégthen “Network”, then “Settings”. Use
the manual proxy configuration to set the HTTP proxy.

In Internet Explorer, choose “Tools”, then “Internet OpiEY, then “Connections”, then “LAN Set-
tings”. Check ‘Use a proxy server,’ and click Advanced. Bettthe HTTP proxy.
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e When you test your proxy with a real browser, you should stitt very simple web pages. We have
provided a simple, text-only web page at:

http://lwww.owlnet.rice.edu/"comp320/proxytest.html
Once you get that working, we suggest you try the course wgb pad the links therein:
http://www.owlnet.rice.edu/"comp320/2007/html/

Then you can try more complicated sites with multiple filed anages, such asww.rice.edu
andwww.yahoo.com . If you have trouble with a particular site, you may always pgoxyref
to see what features may be required to access that site.

e Be careful about memory leaks. When the processing for anREfuest fails for any reason, the
thread must close all open socket descriptors and free atlangeresources before terminating.

¢ You will find it very useful to assign each thread a small ueitnteger ID (such as the current request
number) and then pass this ID as one of the arguments to #edtihoutine. If you display this ID in
each of your debugging output statements, then you canaetytrack the activity of each thread.

¢ To avoid a potentially fatal memory leak, your threads stiauh as detached, not joinable (CS:APP
13.3.6).

e Since the log file is being written to by multiple threads, youst protect it with mutual exclusion
semaphores whenever you write to it (CS:APP 13.5.2 and3)3.5.

e Be very careful about calling thread-unsafe functions sagihet _ntoa , gethostbyname , and
gethostbyaddr  inside a thread. In particular, ttepen _clientfd function incsapp.c is
thread-unsafe because it calisthostbyaddr , a Class-3 thread unsafe function (CSAPP 13.7.1).
You will need to write a thread-safe versionagden _clientfd |, calledopen _clientfd  _ts . For
example, you can use the lock-and-copy technique (CS:APR1)3vhen callingyethostbyaddr

¢ Use the RIO (Robust 1/0) package (CS:APP 11.4) for all /O arksts. Do not use standard 1/0 on
sockets. You will quickly run into problems if you do. Howeystandard 1/O calls, such &spen
andfwrite , are fine for I/0O on the log file.

e TheRio readn , Rio readlineb , andRio _writen error checking wrappers icsapp.c are
not appropriate for a realistic proxy because they terraittzd process when they encounter an error.
Instead, you should write new wrappeRi@ _readn _w, Rio _readlineb _w, andRio _writen _w)
that simply return after printing a warning message wherfadd@@ (you may want to usstrerror
to print a useful message based on the valuerofo ). When either of the read wrappers detects an
error, it should return 0, as though it encountered EOF osdiaket.

e Reads and writes can fail for a variety of reasons. The mostnoon read failure is an
errno == ECONNRESETerror caused by reading from a connection that has alreagly tlesed
by the peer on the other end, typically an overloaded enadseffie most common write failure is an
errno == EPIPE error caused by writing to a connection that has been clogetd peer on the
other end. This can occur, for example, when a user hits lhewser’s “Stop” button during a long
transfer.
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e Writing to a connection that has been closed by the peetshgi error witherrno  set toEPIPE
the first time. Writing to such a connection a second timetel@SIGPIPE signal whose default
action is to terminate the process. One relatively easy wigep your proxy from crashing is to use
the SIG _IGN argument to the Signal function (CS:APP 8.5.3) to explidiginore theseSIGPIPE
signals (or you can catch them and print an appropriate wamiessage).

e Most modern web browsers and servers support persistenecbons, which allows multiple re-
quests to use the same connection. Your proxy does not nedwl $0. However, your browser is
likely to set the headerkeep-Alive  andProxy-Connection to indicate that it would like to
use persistent connections. If you pass these headers lom éod server, it will assume that you can
support them. If you do not support persistent connectitres) subsequent requests on that connec-
tion will fail, so some or all of the web page will not load inyrdbrowser. Therefore, you should strip
the Keep-Alive  andProxy-Connection headers out of all requests, if they are present. Note
that you must leave the other headers intact as many broasdrservers make use of them and will
not work correctly without them.

e You may want to consider telling the end server the requeahisiTTP/1.0 request, regardless of
whether the browser uses HTTP/1.0 or HTTP/1.1. The servémake certain assumptions about
the client if the browser uses HTTP/1.1. Those assumptiansaonmay not be compatible with your
proxy, depending on your implementation.

Evaluation

To turnin your solution, you should use the assignment ssfion process on Owlspace
(http://owlspace-ccm.rice.edu/ ). Be sure that your code is entirely contained in a file named
proxy.c . Note that we will compile only youproxy.c file along with the providedsapp.c

Instead of a writeup, each individual/group will be evafthbn the basis of a demonstration to the
instructor. During the demo, you will demonstrate that yproxy behaves correctly and you will answer
basic questions about your proxy. These demos will occuindguhe last week of classes and will be
scheduled near the end of the term.

The project will be graded as follows:

e Basic proxy functionality (50 points).

Your proxy should correctly accept connections, forwaml rdquests to the end server, and pass the
response back to the browser, making a log entry for eacltestgAs a starting point, your program
should be able to proxy browser requests to the following W3 and correctly log the requests:

— http://www.owlnet.rice.edu/"comp320/proxytest.html
— http://www.rice.edu

— http://www.yahoo.com

— http://www.aol.com

— http://www.nfl.com

Additional web sites will be tested at the demo.
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e Handling concurrent requests (20 points).

Your proxy should be able to handle multiple concurrent eamtions. The following test is one way
to determine this: (1) Open a connection to your proxy usithget , and then leave it open without
typing in any data. (2) Use a Web browser (pointed at youryréxrequest content from some end
server.

e Style (20 points).

This includes general program style, the thoroughness wf gomments, and whether you check the
return code from all system calls. Furthermore, your thsesitbuld run detached, your code should
not have any memory leaks, and your proxy should be threfed-seotecting all updates of the log
file and protecting calls to any thread unsafe functionsh sisgiethostbyaddr

e Demonstration (10 points).

At the demonstration you will be asked basic questions apout proxy that would normally have
been in your writeup on previous projects (i.e. descrifgiohyour design and testing strategy). This
is your opportunity to explain any interesting design feasuand show off your proxy.

This guideline is not binding; we reserve the right to assudpatever grade we believe is fair.



